CHAPTER | X

DI SPOSAL AND DESTRUCTI ON

9-100 Policy

Docunentary record information originated or received by a DoD Conponent in
connection with the transaction of public business, and preserved as evidence
of the organization, functions, policies, operations, decisions, procedures,or
other activities of any U S. Governnent departnent or agency or because of the
i nformational value of the data contained therein, may be disposed of or
destroyed only in accordance with DoD Conponent record nanagenent regul ations.
Nonrecord classified information, and other Oaterial of simlar tenporary
nature, shall be destroyed when no | onger needed under procedures established
by the head of the cognizant DoD Conponent. These procedures shall incorporate
means of verifying the destruction of classified information and material and
be consistent with the follow ng requirements.

9-101 Met hods of Destruction

C assified docunents and material shall be destroyed by burning or, with
the approval of the cognizant DoD Conponent head or designee, by nelting,
chem cal deconposition, pulping, pulverizing, cross-cut shredding, or
mutilation sufficient to preclude recognition or reconstruction of the
classified information. (Strip shredders purchased prior to the effective date
of this Regulation nmay continue to be used but only in circunstances where
reconstruction of the residue is precluded. Shredding significant anmounts of
unclassified material together with classified material normally wll neet this
requirenent.)

OSD COVPONENTS SHALL USE ONLY THE PENTAGON CENTRAL DESTRUCTI ON FAC LI TY.

9-102 Destruction Procedures

a. Procedures shall be instituted that ensure all classified information
i ntended for destruction actually is destroyed. Destruction records and
i mposition of a two-person rule, that is, having two cleared persons involved
in the entire destruction process, will satisfy this requirenent for Top Secret
information. Inposition of a two-person rule, wthout destruction records,
wi Il satisfy this requirement for Secret information, as wll use of
destruction records wthout inposition of the two-person rule. Only one
cl eared person needs to be involved in the destruction process for Confidenti al
i nformation.

b. Wien burn bags are used for the collection of classified naterial that
IS to be destroyed at central destruction facilities, -such bags shall be
controlled in a reaner designed to mnimze the possibility of their
unaut hori zed renoval and the unauthorized removal of their classified contents
prior to actual destruction. \en filled, burn bags shall be sealed in a
manner that will facilitate the detection of any tanpering with the bag.

c. Procedures to ensure that all classified information intended for
destruction actually is destroyed, other than those in paragraphs a. and b.,
above, shall be submtted to the DoD Conponent’s senior offical (subsections
13-301 and 13-302) for approval.
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9-103 Records of Destruction

a. Records of destruction are required for Top Secret information. The
record shall be dated and signed at the tine of destruction by two persons
cleared for access to Top Secret information. However, in the case of Top
Secret information placed in burn bags for central disposal, the destruction
record may be signed by the officials when the information is so placed and the
bags are sealed. Top Secret burn bags shall be nunbered serially and a record
kept of all subsequent handling of the bags until they are destroyed. This
record may be in lieu of actual burn bag receipts and shall be naintained for a
m ni num of 2 years.

1. TOP SECRET DOCUMENTS, ENCLOSURES, AND ATTACHVENTS SHALL BE RECORDED
INDIVIDUALLY AND | DENTI FI ED ON SD FORM 188, REQUEST FOR AND CERTI FI CATI ON OF
CLASSI FI ED MATERI AL.

2. SD FORM 188 SHALL BE SERI AL NUMBERED | N CALENDAR YEAR SERI ES. VHEN
SEVERAL PAGES ARE PREPARED AT SNE TI ME, ONL¥ THE LAST PAGE NEEDS TO BE S| GNED
BY THE OFFI Cl ALS CONCERNED W TH DESTRUCTI ON. ALL PRECEDI NG PAGES SHALL BE
| NI TTALED BY THE OFFI CIALS. THE REMARK “NOTH NG FOLLOAS® SHALL BE ENTERED ON
THE FI RST LINE FOLLON NG THE LAST ENTRY ON THE CERTI FI CATE.

3. COWLETION OF THE “SI GNATURE OF CUSTODI AN' BLOCK OF SD FORM 188
SHALL BE ACCOWPLI SHED BY THE PERSON PLACI NG THE TOP SECRET DOCUMENT | N THE BURN

BAG. THE"SIGNATURE OF DESTROYI NG OFFI CER(S) “ BLOCK SHALL BE ACCOMWPLI SHED BY
THE PERSON SEALI NG THE BURN BAG .

b. Records of destruction of Secret and Confidential information are not
requi red except for NATO Secret and sonme limted categories of specially
controlled Secret information. \Wen records of destruction are used for Secret
information, only one cleared person has to sign such records. (DoD Directive
5100.55 (reference (ee)) provi des guidance on the destruction of NATO classified
material.)

c. Records of destruction shall be maintained for 2 years.

9-104 Cl assified Waste

Waste nmaterial, such as handwitten notes, carbon paper, typewiter
ri bbons, and working papers that contains classified information nmust be
protected to prevent unauthorized disclosure of the information. Classified
waste shall be destroyed when no |onger needed by a nethod described in
subsection 9-101. Destruction records are not required.

9-105 d assified Docunent Retention

a. Classified docunents that are not permanently val uable records of the
government shall not be retained nore than 5 years fromthe date of origin,
unl ess such retention is authorized by and in accordance with DoD Conponent
record disposition schedul es.

b. Throughout the Department of Defense, the head of each activity shal
establish at |east one clean-out day each year where a portion of the work
perforned in every office with classified information stored is devoted to the
destruction of unneeded classified holdings.
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THE HEAD OF THE OSD COVPONENTS SHALL DETERM NE THE SPECI FI C DATE(S) FOR
ANNUAL REVI EW6 OF CLASSI FI ED DOCUMENTS.  ALL CLASSIFIED FI LES MJST BE REVI EVED
BY THE END OF THE CALENDAR YEAR

9-106 DESTRUCTI ON PROCEDURES

a. PREPRINTED RED AND WH TE STRI PED BAG SHALL BE USED FOR THE PACKAG NG
OF CLASSI FI ED MATERI AL FOR DESTRUCTION. | F THESE BAGS ARE UNAVAI LABLE, PLAIN
BROMN BAGS SHALL BE MARKED W TH BCOLD RED STRIPES AND USED AS A SUBSTI TUTE. THESE
BAGS SHALL NOT BE USED TO PACKAGE CLASSI FI ED MATERI AL NOT | NTENDED FOR DELI VERY
TO A DESTRUCTI ON FACILITY OR TO CARRY PERSONAL | TEMES.

b. WHEN PLACED IN USE, THE BAG SHALL BE MARKED W TH THE ROOM NUMBER AND
TELEPHONE NUMBER OF THE OSD COVPONENT. | F THE BAG CONTAINS TOP SECRET MATERI AL,
THE BAG SHALL BE MARKED W TH A SERI AL NUMBER.

c.. CLASSI FI ED WASTE MATERI AL SHALL BE PLACED IN A BAG THE CONTENTS OF
THE BAG SHALL NOT EXCEED 10 POUNDS OR. THREE-FQURTHS OF THE BAG ° S CONTENT. WASTE
MATERI ALS SUCH AS UNCLASSIFIED PAPERS, DI SCARDED FOOD AND BEVERAGE CONTAI NERS,
GLASS , METAL, NEWSPAPERS, MAGAZI NES, OR SIM LAR | TEM5 SHALL NOT BE PLACED I N
THE BURN BAGS .

d. THE FILLED BAG SHALL BE SEALED WTH 1 | NCH MASKI NG TAPE OR THE OPEN
END FOLDED AT LEAST ONCE AND STAPLED EVERY 2 | NCHES.

e. PERSONNEL SHALL COVPLETE THE DESTRUCTI ON CERTI FlI CATE AS DESCRI BED I N
PARAGRAPH 9-103 D. , ABOVE. THE BURN BAGS SHALL BE DELI VERED TO DESI GNATED
COLLECTI ON PO NTS AT SPECI FIED TIMES. FOR | NFORMATI ON ON THE COLLECTI ON PO NTS
OR SPECI FI ED TIMES, TELEPHONE THE PENTAGON DESTRUCTI ON FACI LI TY AT 695-1828.
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